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1.release smoke tests

Done when: After each deploy, a test account places, fills and cancels a snall order on
web and nobile, and the bal ance and order history match.

Risks: outage-under-load, store-rejection. Tool class: browser automation. Usually run by: QA engineer.

2. compliance checks

Done when: Test deposits that match nonitoring scenarios raise alerts that reach the
revi ew queue, and sign-ups fromunlicensed countries are blocked in app and on web.
Risks: regulatory-penalty, fraud-abuse, store-rejection. Tool class: test management. Usually run by: product manager.

3. end-to-end functional tests

Done when: A withdrawal to a new address after a password or phone change triggers a
hol d and an enmil the account owner nust confirm

Risks: fraud-abuse, money-loss. Tool class: browser automation. Usually run by: QA engineer.

4. penetration testing

Done when: An external tester cannot approve a withdrawal fromthe hot or multisig
wal | et without the required signers, and cannot read another custoner's account from
t he support consol e.

Risks: money-loss, data-breach. Tool class: proxy. Usually run by: security specialist.

5. unit tests

Done when: Margin, liquidation and fee rules return the expected result for each test
case, and no account flag bypasses |liquidation without a recorded approval.

Risks: money-loss. Tool class: unit framework. Usually run by: developer.

6. data integrity and migration testing

Done when: After each | edger close and each wall et novenent, custoner bal ances per
asset in the ledger sumto no nore than on-chain and custodi al hol di ngs, and no account
ot her than approved narket nakers carries a negative bal ance.

Risks: money-loss. Tool class: data validation. Usually run by: QA engineer.

7. security scanning

Done when: Each rel ease is scanned and no open high finding remains on wthdrawal
address changes, APl trading keys or stored |ID docunents.

Risks: data-breach. Tool class: DAST scanner. Usually run by: security specialist.

8. performance and load testing

Done when: Wth a replay of the busiest price-spike traffic on record, |ogin, order
pl acement and cancel stay within the agreed response target.

Risks: outage-under-load. Tool class: load generator. Usually run by: developer.

9. resilience and failure testing

Done when: Wth one matching engi ne node or database replica stopped during a | oad
test, orders keep matching and the status page reports degraded service.

Risks: outage-under-load. Tool class: chaos tool. Usually run by: developer.



